
DMAS-Guard: Achieving Security and Efficiency in Decentralized LLM Based
Multi-Agent System

Anonymous Authors

Abstract
The transition to decentralized LLM-based Multi-1

Agent Systems (LLM-MAS) is driven by the im-2

perative for data sovereignty and model hetero-3

geneity. However, this architectural shift intro-4

duces a critical tension between security and ef-5

ficiency: the absence of central oversight and the6

inherent distrust among agents expose systems to7

heightened semantic attacks, which can trigger cas-8

cading failures. Meanwhile, existing defenses re-9

lying on exhaustive agent-to-agent consensus im-10

pose communication overhead (O(n2)) and high11

latency. To reconcile this conflict, we propose12

DMAS-Guard, a framework designed to ensure13

robust alignment with minimal overhead. Architec-14

turally, DMAS-Guard decouples the probabilistic15

LLM Reasoning Core from a deterministic Manda-16

tory Safety Module (MSM), establishing a verifiable17

local root of trust that reduces communication com-18

plexity to a linear scale (O(n)). Algorithmically,19

we introduce Random BFT Auditing to sample dy-20

namic, unbiased committees for lightweight con-21

sensus. Furthermore, by exploiting the Generative-22

Discriminative Gap, we implement Light Audit-23

ing, which replaces costly generative reconstruc-24

tion with efficient discriminative verification. Ex-25

periments demonstrate that DMAS-Guard main-26

tains comparable accuracy to benign baselines un-27

der adversarial attacks while reducing inference la-28

tency by approximately 48%, effectively validat-29

ing the feasibility of secure and scalable decentral-30

ized intelligence. Our work is available on https://31

anonymous.4open.science/r/MAS-security-2BB3/32

1 Introduction33

The rapid evolution of Large Language Models (LLMs) has34

catalyzed the development of LLM-based Multi-Agent Sys-35

tems (LLM-MAS) [Brown et al., 2020; Li et al., 2024]. By36

leveraging inter-agent communication to facilitate collective37

reasoning, these systems exhibit emergent intelligence, en-38

abling them to decompose and tackle complex, multi-step39

tasks that surpass the inherent capabilities of individual mod-40

els [Guo et al., 2024; Wang et al., 2024].41

Figure 1: The Vulnerability of Decentralized MAS and our defense
strategy: DMAS-Guard

In the current landscape, MAS are increasingly evolv- 42

ing towards decentralized architectures. While centralized 43

orchestration facilitates unified control and simplifies agent 44

coordination, it encounters inherent limitations in practical 45

deployment. Specifically, reliance on a single central au- 46

thority introduces scalability bottlenecks and critical single- 47

point-of-failure risks [Jin et al., 2024; Zhao et al., 2025]. 48

More critically, this transition is compelled by stringent pri- 49

vacy constraints and data sovereignty requirements. In the 50

context of cross-organizational agent collaboration, to safe- 51

guard proprietary knowledge, core LLMs are strictly con- 52

fined within organizational boundaries [Kuang et al., 2024; 53

Cheng et al., 2024]; they can neither be deployed locally 54

by third parties nor can their behaviors be directly manipu- 55

lated by external central nodes. Consequently, decentralized 56

LLM based MAS has emerged as a pivotal research hotspot 57

in the current landscape [Yang et al., 2025; Ding et al., 2025; 58

Talebirad and Nadiri, 2023]. 59

However, MAS are inherently vulnerable to seman- 60

tic attacks—such as hallucinations and adversarial prompt 61

injections—where a single compromised node can trigger 62

cascading failures that corrupt the global consensus [Lee and 63

Tiwari, 2024; Yu et al., 2025b; Zhang et al., 2024b]. This 64

vulnerability is significantly exacerbated in decentralized set- 65

tings due to the absence of trusted central oversight and the 66

inherent distrust among agents (as illustrated in the top panel 67
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of Figure 1). Current defenses are structurally ill-suited for68

this context. Centralized strategies relying on global audi-69

tors introduce critical single points of failure and deployment70

hurdles [Wang et al., 2025; Shen et al., 2025]. Meanwhile,71

due to the absence of a trusted central authority, existing de-72

centralized mechanisms (e.g., debate or voting) necessitate73

that all agents broadcast their results globally to perform ex-74

haustive verification for each interaction [Chen et al., 2024;75

Zhao et al., 2024]. This requirement imposes a quadratic76

communication overhead (O(n2)) and high latency, severely77

bottlenecking real-time efficiency. Consequently, there is an78

urgent demand for a framework that ensures robust alignment79

in decentralized LLM MAS settings while still maintaining its80

high efficiency.81

To address these challenges, we propose DMAS-Guard,82

a decentralized framework designed to reconcile safety with83

efficiency (as shown in the bottom panel of Figure 1). Struc-84

turally, we establish a reliable local trust anchor by decou-85

pling the agent into a probabilistic LLM Reasoning Core and86

a deterministic Mandatory Safety Module (MSM). To mitigate87

the overhead of exhaustive consensus, we implement a Ran-88

dom BFT Auditing mechanism that stochastically samples a89

minimal committee of unbiased auditors, thereby avoiding90

the redundancy of global broadcasting. This synergistic com-91

bination of architectural decoupling and committee-based au-92

diting reduces the communication complexity from quadratic93

to linear (O(n)). Furthermore, we exploit the Generative-94

Discriminative Gap to introduce Light Auditing, enabling au-95

ditors to validate outputs via a single forward pass rather96

than computationally expensive autoregressive reconstruc-97

tion, thereby ensuring real-time responsiveness.98

Extensive theoretical analysis and experiments show that99

DMAS-Guard can rcovering system accuracy to within 3-5%100

of the benign baseline under attacks, while reducing auditing101

latency by about 48% compared to existing defense methods.102

Our main contributions are as follows:103

Decentralized-Native Architecture: We introduce a104

framework that reconciles the tension between alignment105

rigor and efficiency. By architecturally decoupling proba-106

bilistic reasoning from deterministic Mandatory Safety Mod-107

ules, we establish a verifiable local trust root, reducing com-108

munication complexity from quadratic O(n2) to linear O(n).109

Efficient Random Auditing: We devise a Random110

BFT Auditing committee that exploits the Generative-111

Discriminative Gap. By replacing costly autoregressive112

reconstruction with lightweight discriminative verification113

within minimal committees, we minimize computational114

overhead without compromising probabilistic safety.115

Resilience at Scale: Extensive empirical results demon-116

strate that DMAS-Guard is topology-agnostic and scalable. It117

effectively neutralizes severe semantic attacks (e.g., sophistry118

and injection), recovering system accuracy to within 3-5% of119

the benign baseline, while reducing inference latency by ap-120

proximately 48% compared to state-of-the-art defenses.121

2 Related Work122

Decentralized MAS research has evolved from independent123

reasoning to robust cognitive coordination. While scaling124

agent ensembles has been proven to enhance collective in- 125

telligence [Li et al., 2024], establishing trust in such open 126

networks remains critical. To address this, recent frameworks 127

leverage blockchain technology to achieve immutable con- 128

sensus without central authority [Chen et al., 2024; Jin et 129

al., 2024]. Furthermore, LLMs now enable cognitive syn- 130

ergy through semantic planning and evolutionary interaction 131

mechanisms [Yang et al., 2025]. Consequently, decentralized 132

LLM-MAS has emerged as a pivotal research hotspot in the 133

current landscape. 134

MAS Attacks. Security threats against MAS are garnering 135

increasing attention [Yu et al., 2025a]. Agent autonomy and 136

communication capabilities introduce vulnerabilities beyond 137

traditional LLMs [Luo et al., 2025; Dong et al., 2024]. Com- 138

promised agents can corrupt shared information [Yu et al., 139

2025b], tamper with memory [Dong et al., 2025], or prop- 140

agate misinformation via falsified consensus [Wang et al., 141

2025; Chern et al., 2024]. Unlike isolated failures, these at- 142

tacks spread through networked dependencies, causing sys- 143

temic cascades that complicate defense [Zheng et al., 2025; 144

Gu et al., 2024]. Such systemic corruptions fundamentally 145

undermine global consensus, rendering the entire collabora- 146

tion untrustworthy and ineffective. 147

MAS Defenses. For multi-agent systems, defense strategies 148

often focus on ensuring robust interactions and communica- 149

tions. One category employs dedicated supervisory agents to 150

verify message correctness [Wu et al., 2025; Lin et al., 2025; 151

Shen et al., 2025] or leverages techniques like Graph Neu- 152

ral Networks (GNNs) to detect malicious propagation [Wang 153

et al., 2025]. Another prominent category relies on decen- 154

tralized consensus to eliminate single points of failure, en- 155

suring output safety through multi-round inter-agent debates 156

or voting mechanisms [Chen et al., 2024; Zhao et al., 2024; 157

Huang et al., 2024]. Existing defense methods face a critical 158

dilemma in balancing robustness with efficiency. 159

We propose DMAS-Guard, a novel framework that in- 160

troduces a dual-layer agent architecture paradigm synergized 161

with a Random BFT Auditing protocol. This design en- 162

sures security in decentralized environments while maintain- 163

ing lightweight communication overhead and low defense la- 164

tency compared to existing methods. 165

3 Preliminary 166

This section defines the graph-theoretical models for multi- 167

agent systems and elaborates on the complex adversarial 168

threats the systems face. 169

3.1 Multi-Agent System 170

We abstract the Multi-Agent System (MAS) as a graph 171

G = (V,E)

V = {A1, A2, . . . , An}, E ⊆ V × V , where V is the set 172

of n agents and E represents the communication channels. 173

A directed edge (Ai, Aj) ∈ E signifies that agent Ai can 174

transmit messages or intermediate results to agent Aj . This 175

abstraction supports an arbitrary network topology, allowing 176

for flexible collaboration patterns such as chain, tree, ring, or 177

fully connected structures, without imposing specific archi- 178

tectural constraints. 179



Figure 2: Overview of DMAS-Guard

3.2 Attack Strategy180

We consider a system of n agents facing a Semantically Adap-181

tive Adversary who controls f malicious nodes. This ad-182

versary specifically targets the inherent vulnerabilities of the183

LLM reasoning core. The attack strategy is twofold:184

• Exploiting Internal Stochasticity (Hallucinations):185

The adversary leverages the probabilistic nature of186

LLMs to amplify stochastic hallucinations. By sub-187

tly manipulating context, compromised agents can in-188

duce ”confabulations”—plausible but factually incorrect189

outputs—that erode the semantic integrity of the consen-190

sus process without triggering syntactic error detectors.191

• External Semantic Injection (Prompt & Backdoor192

Attacks): The adversary actively deploys sophisticated193

external attacks, including Misinformation Injection,194

Bias Injection and Role Hijacking [Lee and Tiwari,195

2024; Zhang et al., 2024a]. Furthermore, the adversary196

may utilize latent backdoors activated by specific trig-197

gers, forcing the LLM to deviate from its alignment pro-198

tocols and generate toxic or deceptive plans.199

Ultimately, these attacks aim to precipitate systemic cascad-200

ing failures by corrupting the global consensus.201

4 Method202

We propose DMAS-Guard, a decentralized alignment203

framework that bridges the expressive power of probabilis-204

tic generative models with the rigor of deterministic verifica-205

tion. The core philosophy of DMAS-Guard is to decouple the206

stochastic reasoning process (driven by the LLM as a Gener-207

ator) from the deterministic protocol enforcement (governed208

by the Mandatory Safety Module, MSM). To address the in-209

herent epistemic uncertainty and potential adversarial devia-210

tions in MAS, DMAS-Guard introduces a Random BFT Au-211

diting mechanism. This approach stochastically selects a sub-212

set of agents to function as unbiased Discriminators, estimat-213

ing the global semantic consistency with minimal communi-214

cation overhead.215

4.1 Framework Architecture 216

To ensure robust coordination under uncertainty, DMAS- 217

Guard decouples the agent architecture into a probabilistic 218

generator and a deterministic constraint enforcer (see Fig. 2). 219

This separation of concerns allows us to isolate high-entropy 220

reasoning risks from low-entropy protocol execution. 221

LLM Reasoning Core (Probabilistic Generator). This 222

module handles semantic processing tasks and functions as 223

the agent’s cognitive engine. Acting as the generative pol- 224

icy πθ, it synthesizes high-dimensional plans and responses 225

based on the current context. Crucially, in our framework, the 226

LLM is versatile: it acts as a generator when proposing solu- 227

tions and shifts roles to function as a semantic discriminator 228

when designated as an auditor. However, due to the inher- 229

ent stochasticity and hallucination risks of LLMs, all outputs 230

from this core are treated strictly as tentative proposals. They 231

remain uncommitted and invisible to the global consensus un- 232

til validated by the safety layer. 233

Mandatory Safety Module (Deterministic Protocol En- 234

forcement). This module executes protocol enforcement 235

tasks and serves as a verifiable local trust anchor. Dis- 236

tinct from the neural network, the Mandatory Safety Mod- 237

ule (MSM) implements rigid, deterministic logic to govern 238

the consensus lifecycle. It acts as a strict gatekeeper, asyn- 239

chronously aggregating votes from peer auditors to filter out 240

stochastic errors. A proposal is formally committed only 241

if the accumulated approval exceeds a predefined Byzantine 242

threshold τ within a specific time window ∆T . To optimize 243

system efficiency, the MSM enforces a mathematically rig- 244

orous early rejection policy: if the count of negative votes 245

reaches a point where the consensus threshold τ becomes the- 246

oretically unreachable (i.e., exceeding m−τ ), the proposal is 247

discarded immediately. This mechanism ensures that individ- 248

ual reasoning failures are intercepted locally before they can 249

propagate as cascading errors. 250



4.2 Algorithmic Process251

To ensure robust security with minimal latency, we introduce252

Randomized BFT Auditing. This algorithm decouples the ver-253

ification complexity from the total network scale, enabling254

the system to maintain high throughput even as the number255

of agents grows.256

(1) Probabilistic Auditor Sampling. To mitigate the over-257

head of global consensus, we adopt a lightweight auditing258

paradigm via a compact, dynamic committee A ⊂ V (|A| =259

m ≪ n). We employ BLS threshold cryptography to con-260

struct a verifiable distributed randomness beacon [Syta et al.,261

2017]. The sampling seed is derived from a unique BLS262

signature aggregated from context-specific shares, which en-263

sures: (i) Unbiasability, preventing adversaries from manip-264

ulating the random output without controlling a threshold of265

shares; and (ii) Unpredictability, concealing the committee266

composition until signature reconstruction. These properties267

prevent adaptive adversaries from launching targeted corrup-268

tion attacks in advance, ensuring the committee serves as a269

robust and unbiased estimator of the global consensus.270

(2) Semantic Voting and Certification. The core consen-271

sus mechanism relies on semantic verification rather than272

mere protocol adherence. Each selected auditor Aj ∈ A acts273

as a discriminator, evaluating the semantic consistency and274

logical validity of the proposal O against the shared context275

C. Unlike the high-temperature generation used for reason-276

ing, auditors employ low-temperature discriminative prompt-277

ing to output a binary verification signal. A vote vj is cast278

only if the discriminative confidence exceeds a rigid safety279

threshold ρ:280

vj = I [Pθ(Valid | O, C) ≥ ρ]

While individual auditors remain vulnerable to sophisticated281

adversarial attacks, Random BFT neutralizes this threat as282

the collective deception probability Psucc decays exponen-283

tially with the committee size (detailed proof can be found284

in section 5.1). Subsequently, the MSM asynchronously col-285

lects these digital signatures. Upon reaching the threshold286

τ , the proposal transitions from a tentative state to a com-287

mitted state. If the proposal fails to garner sufficient support288

or triggers the early rejection condition, the MSM initiates a289

security recovery protocol, prompting the reasoning core to290

regenerate a compliant response.291

4.3 Optimization: Light Auditing292

To mitigate the overhead inherent in multi-agent coordina-293

tion, we propose Light Auditing, a paradigm that exploits the294

fundamental computational asymmetry in LLM reasoning.295

The Generative-Discriminative Gap. DMAS-Guard sig-296

nificantly reduces computational costs by shifting the con-297

sensus burden from generative reconstruction to discrimi-298

native verification. Traditional consensus mechanisms of-299

ten require peer agents to re-generate reasoning paths or en-300

gage in verbose debates, incurring an autoregressive cost of301

O(L · (N + L)), where L is the output length. In contrast,302

we treat the proposal as a fixed context and compute the dis-303

criminative probability P (Valid|Oi,Context). This operation304

requires only a single forward pass, reducing the complexity 305

to O(1 · (N + L)). This yields an efficiency gain η ≈ L that 306

scales linearly with reasoning depth, allowing the system to 307

support a larger, more robust auditor committee m without 308

the prohibitive latency penalty associated with generative en- 309

sembles, thereby preserving real-time system responsiveness. 310

Reliability via Verification Asymmetry. This optimiza- 311

tion also enhances system robustness against stochastic hal- 312

lucinations. We leverage the principle that verification is in- 313

herently more reliable than generation (Pverify > Pgenerate), as 314

the search space for binary discrimination is vastly smaller 315

than that of open-ended generation. By applying the Con- 316

dorcet Jury Theorem, we observe that the probability of col- 317

lective error decays exponentially as the committee size m 318

increases, provided the auditors are sampled independently. 319

This effectively filters out high-entropy hallucinations, ensur- 320

ing that the system’s final output reflects a robust semantic 321

consensus rather than correlated stochastic noise. 322

5 Analysis 323

We analyze DMAS-Guard through a game-theoretic lens, 324

modeling the interaction between the defense protocol and 325

a rational adversary as a resource-constrained game. We 326

demonstrate that our mechanism imposes an asymmetric cost 327

structure, where the cost of successful subversion grows ex- 328

ponentially while the verification overhead remains linear. 329

5.1 Security: Adversarial Utility Decay 330

Consider a system of n agents where an adversary controls 331

a fraction f/n. The adversary’s goal is to corrupt the con- 332

sensus output, obtaining a utility Uadv . In our Random BFT 333

framework, a successful attack requires the adversary to dom- 334

inate the dynamically sampled committee A of size m. Since 335

the Mandatory Safety Module (MSM) acts as a deterministic 336

commitment device enforcing a strict threshold τ , the proba- 337

bility of adversarial success, Psucc, is governed by the tail of 338

the hypergeometric distribution H(k;n, f,m): 339

Psucc = P (X ≥ τ) =

m∑
k=τ

(
f
k

)(
n−f
m−k

)(
n
m

)
Using the Chvátal-Hoeffding bound, this probability decays 340

exponentially with respect to the committee size m: 341

Psucc ≤ exp

(
−2m

(
τ

m
− f

n

)2
)

For a rational adversary, the expected payoff is E[U ] = 342

G · Psucc − Cattack, where G is the gain from corruption 343

and Cattack is the resource cost. As Psucc → 0 exponentially 344

with m, the marginal cost to maintain a non-negligible at- 345

tack probability becomes prohibitive. Thus, honesty (or non- 346

participation) becomes the dominant strategy for resource- 347

bounded adversaries. 348

5.2 Efficiency: Multi-Dimensional Cost Reduction 349

We define system burden J as the product of communication 350

complexity and verification cost. Traditional defenses incur 351



Table 1: Defense performance of DMAS-Guard across different attack types. Baseline and Attack represent the scenarios without attack and
under attack (no defense), respectively. DMAS-Guard denotes our proposed defense. Bold values indicate the best performance under attack.

Misinformation injection Role hijacking Bias injection
Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard

Chain 90.74 66.34 87.69 90.74 74.07 86.73 90.74 76.93 88.12
Circle 89.89 65.96 87.04 89.89 72.24 85.79 89.89 74.15 86.49

Complete 88.76 68.52 85.19 88.76 72.37 86.04 88.76 73.87 85.24
Star 91.59 72.22 88.31 91.59 74.67 88.89 91.59 74.62 88.40

C
S
Q
A Tree 90.30 70.37 87.13 90.30 73.76 87.94 90.30 75.03 87.72

Misinformation injection Role hijacking Bias injection
Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard

Chain 80.10 51.67 72.71 80.10 60.54 73.56 80.10 63.37 74.81
Circle 76.67 50.78 70.97 76.67 58.33 72.07 76.67 65.03 72.73

Complete 75.81 48.34 68.33 75.81 57.75 71.38 75.81 63.71 71.14
Star 81.67 55.10 74.32 81.67 61.76 75.35 81.67 66.71 76.52

G
S
M
8
K Tree 78.33 52.36 69.75 78.33 60.19 71.06 78.33 65.35 73.09

Misinformation injection Role hijacking Bias injection
Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard

Chain 90.04 68.37 86.44 90.04 73.65 87.12 90.04 80.04 88.10
Circle 89.97 71.32 85.03 89.97 73.33 85.37 89.97 81.15 86.24

Complete 91.63 66.75 87.16 91.63 70.04 86.87 91.63 76.92 89.23
Star 90.13 70.30 86.69 90.13 71.83 85.98 90.13 78.33 85.79

M
M
L
U Tree 92.14 75.13 88.12 92.14 75.27 87.67 92.14 76.19 88.62

Table 2: Performance of DMAS-Guard against centralized defenses
(cent) and Blockagent

Baseline Attack Cent Blockagent DMAS-Guard
chain 90.74 66.34 81.76 88.17 87.69
cycle 89.89 65.96 78.65 88.54 87.04

complete 88.76 68.52 80.38 86.75 85.19
Star 91.59 72.22 84.62 89.36 88.31
tree 90.30 70.37 83.79 87.95 87.13

a quadratic penalty Jbase ∝ n2 · Cgen via autoregressive de-352

bates. DMAS-Guard optimizes both dimensions: restricting353

consensus to committee A reduces communication to O(n),354

while Light Auditing replaces generation with efficient dis-355

criminative verification (Cdisc ≪ Cgen). The total cost JDG356

is derived as:357

JDG ≈ O(n)︸ ︷︷ ︸
Topology

· Cdisc︸︷︷︸
Computation

≪ O(n2)︸ ︷︷ ︸
Topology

· Cgen︸︷︷︸
Computation

With output length L, the efficiency gain scales as Γ =358
Jbase

JDG
∝ n · L. This confirms DMAS-Guard decouples veri-359

fication from network scale (n) and reasoning depth (L), en-360

suring scalable high-throughput MAS.361

6 Experiment362

In this section, we evaluate the performance of DMAS-363

Guard under various adversarial conditions and multi-agent364

topologies. Our experiments aim to comprehensively assess365

the framework’s security, scalability, and efficiency when de-366

ployed in different collaborative environments.367

Through these experiments, we address the following re-368

search questions:369

RQ1: Can DMAS-Guard effectively defend against vari-370

ous types of attacks in MAS and maintain correct cooperative371

outcomes?372

RQ2: Does DMAS-Guard demonstrate strong scalability 373

and portability, enabling seamless integration across MAS of 374

different sizes and model backbones? 375

RQ3: Does DMAS-Guard achieve robust protection with 376

low additional computational and communication overhead? 377

6.1 Setup 378

Dataset. We evaluate the defense performance of DMAS- 379

Guard against adversarial attacks using three types of 380

datasets: (1) Undisputed Facts, (2) Simple Reasoning, 381

and (3) Complex Reasoning. All datasets are constructed 382

from well-known benchmarks, including CSQA (Common- 383

senseQA) [Talmor et al., 2018], GSM8K [Cobbe et al., 2021], 384

and MMLU [Hendrycks et al., 2020]. For each dataset, we 385

randomly select 800 samples as the basis of our evaluation. 386

Experiment Settings. We simulated the agent collabo- 387

ration environment on the AutoGen framework [Wu et 388

al., 2024]. We comprehensively evaluate the performance 389

of DMAS-Guard under different attack strategies, network 390

topologies, and large language model (LLM) settings. Specif- 391

ically, the evaluation includes four categories of attacks: 392

Role Hijacking [Zhang et al., 2024a], misinformation injec- 393

tion [Lee and Tiwari, 2024], bias injection [Yu et al., 2025b], 394

and collusion between malicious workers and auditors. 395

For the communication structure, five classical multi-agent 396

topologies are considered: Chain, Cycle, Tree, Star, and 397

Complete graphs. We use gemini-2.5-flash as the primary 398

model in our experiments, and further extend the evaluation 399

to MAS with different scales and model backbones. The test- 400

ing accuracy% is reported. 401

6.2 Empirical Validation of Auditing Mechanism 402

To validate the discriminative auditing paradigm, we sam- 403

pled 50 instances from MMLU to evaluate auditor confi- 404

dence (P (Valid)) and analyzed the distribution of confidence 405
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Figure 3: Validation of discriminative auditing and collective auditing. The erosion of individual decision boundaries (a, b) necessitates the
Random BFT consensus (c).

Table 3: DMAS-Guard Performance under Different Model

GPT3.5 deepseek-V3 qwen-3-max gemini-2.5
Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard Baseline Attack DMAS-Guard

Chain 79.84 55.08 76.75 75.26 54.13 73.84 88.89 65.75 86.81 90.56 65.46 87.61
Cycle 77.14 51.72 73.92 76.10 53.37 73.35 90.34 64.87 85.17 88.79 67.15 86.32

Complete 74.66 48.94 72.21 74.93 57.54 72.81 97.94 65.62 83.56 89.04 63.59 88.10
Star 75.91 47.60 71.42 76.75 53.47 72.13 78.57 66.73 78.29 91.27 63.22 89.71
Tree 73.17 53.45 71.71 77.54 56.92 73.67 80.14 63.58 80.73 90.75 66.13 88.36

scores. Under Naive Fault Injection (Fig. 3a), a distinct406

verification gap allows honest reasoning to be easily distin-407

guished from overt errors. However, Subtle Sophistry Injec-408

tion (Fig. 3b) employs authoritative mimicry to erode this de-409

cision boundary, rendering individual verification unreliable410

(P (Valid) > 0.6 for adversarial samples).411

This contrast motivates our Random BFT mechanism. To412

demonstrate the efficacy of collective consensus, we evalu-413

ate defense robustness under subtle attacks across varying414

committee sizes m ∈ {1, 4, 7, 10, 13} with corresponding415

Byzantine thresholds τ ∈ {1, 3, 5, 7, 9}. As illustrated in416

Fig. 3c, increasing the committee size effectively suppresses417

the high-entropy tail of sophisticated sophistry. By leverag-418

ing the variance reduction of collective voting, DMAS-Guard419

statistically neutralizes false positives that fool individual au-420

ditors, confirming the necessity of multi-agent consensus in421

complex adversarial regimes.422

6.3 Defense Performance423

Robustness Across Topologies. We evaluate DMAS-424

Guard on an 8-agent MAS (1 malicious) with auditing pa-425

rameters m = 4 and τ = 3. As summarized in Table 1, while426

attacks cause severe degradation, DMAS-Guard consistently427

maintains performance to near-baseline levels. Across all 45428

configurations, our method achieves over 80% recovery, typi-429

cally maintaining accuracy within a 3%–5% margin of the be-430

nign baseline. Notably, this effectiveness remains topology-431

agnostic, demonstrating stability even in complex structures432

like Complete and Tree.433

Furthermore, we benchmark DMAS-Guard against cen-434

tralized defenses [Zhu et al., 2023] and heavy decentral-435

ized defenses BlockAgent [Chen et al., 2024] on CSQA (Ta-436

ble 2). DMAS-Guard outperforms centralized methods and437

matches BlockAgent’s robustness. Crucially, it achieves this438

defense parity via lightweight auditing, avoiding the compu- 439

tational overhead of multi-round debates and thus optimizing 440

the security-efficiency trade-off. 441

6.4 Scalability and Portability 442

Model Agnosticism. We further assess portability across 443

diverse LLM backbones in Table 3. While absolute per- 444

formance varies by base model capabilities, DMAS-Guard 445

consistently recovers collaborative accuracy across all archi- 446

tectures. This underscores the framework’s model-agnostic 447

adaptability, allowing seamless integration into diverse MAS 448

ecosystems without requiring model-specific tuning. 449

Scalability vs. Adversarial Density. Table 4 evaluates 450

DMAS-Guard on the CSQA benchmark across varying MAS 451

sizes and adversarial ratios. With sparse adversaries, the sys- 452

tem maintains near-optimal accuracy indistinguishable from 453

benign baselines. This indicates robust scalability, with 454

DMAS-Guard effectively suppressing error propagation even 455

in high-saturation adversarial environments. 456

6.5 Efficiency 457

Finally, we evaluate the efficiency of DMAS-Guard. We com- 458

pare our framework against the prominent decentralized de- 459

fense method BlockAgent under different attack settings with 460

6 agents. Figure 4 reports the additional time overhead rela- 461

tive to a system without any defense. 462

In the no-attack setting, DMAS-Guard introduces only 463

35.4% average additional time overhead compared to the 464

no-defense baseline. By contrast, BlockAgent [Chen et al., 465

2024] incurs 67.8% overhead. This corresponds to a 47.8% 466

reduction in extra cost, demonstrating the low-overhead and 467

high-efficiency nature of our design. Even in the presence of 468

malicious agents, DMAS-Guard maintains an average over- 469

head of only 37.1%, which is still much lower than the 72.3% 470



Table 4: Performance of DMAS-Guard across various agent populations (n) and malicious ratios (f ). The values represent accuracy%

Topology
n = 10 n = 20 n = 50

f = 0 f = 0.1 f = 0.3 f = 0 f = 0.1 f = 0.3 f = 0 f = 0.1 f = 0.3

Chain 93.44 91.57 89.13 84.71 83.19 80.45 82.13 81.57 77.35
Cycle 92.71 89.93 88.34 85.50 85.47 79.83 83.75 82.14 78.19
Complete 88.62 84.88 78.57 79.93 79.64 76.58 82.46 79.95 76.22
Star 89.35 88.51 86.54 89.27 90.04 87.90 84.78 84.16 79.37
Tree 91.76 91.10 85.92 83.75 82.15 81.32 83.31 82.48 78.05
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Figure 4: Execution time of different methods with a total of 6 agents under varying numbers of attack agents; Baseline denotes the case
without any defense mechanism.

overhead of BlockAgent. Synthesizing these efficiency met-471

rics with the robustness results in Table 2, DMAS-Guard472

demonstrates a critical advantage: it achieves defense efficacy473

commensurate with BlockAgent while substantially mitigat-474

ing the latency overhead typically associated with such rigor-475

ous protection.476

7 Conclusion477

This paper addresses the critical vulnerability of decentral-478

ized LLM-MAS to cascading reasoning failures propagated479

by malicious agents. We propose DMAS-Guard, a novel480

framework that effectively reconciles verification rigor with481

efficiency by decoupling probabilistic generation from de-482

terministic safety enforcement via a verifiable Mandatory483

Safety Module (MSM). This architecture enables scalable484

Random BFT Auditing with linear communication complex-485

ity (O(n)) and implements lightweight auditing via dis-486

criminative verification. Empirical results demonstrate that487

DMAS-Guard recovers over 80% of system performance un-488

der severe adversarial attacks while reducing inference la-489

tency by 48% compared to existing baselines. By estab- 490

lishing a verifiable trust boundary, DMAS-Guard provides a 491

foundational step toward achieving resilient and scalable de- 492

centralized LLM based MAS. 493

8 Discussion 494

DMAS-Guard primarily addresses semantic-level threats, 495

specifically focusing on mitigating adversarial prompt in- 496

jections and stochastic hallucinations in LLM-MAS. While 497

our framework establishes a local root of trust through the 498

Mandatory Safety Module (MSM), future work should ex- 499

plore broader system-level defenses. Integrating Trusted Exe- 500

cution Environments (TEE) or advanced cryptographic prim- 501

itives like Zero-Knowledge Proofs could further harden the 502

decentralized protocol. However, a critical trade-off ex- 503

ists: while these methods enhance security, they introduce 504

significant computational and communication overhead. In 505

bandwidth-constrained environments, balancing rigorous ver- 506

ification with real-time responsiveness remains a pivotal chal- 507

lenge for scalable decentralized intelligence. 508
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